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SPOOFING ACTIVITY ACROSS RUSSIA, CRIMEA, AND SYRIA

C4ADS found that GNSS spoofing activities in the Russian Federation, its occupied
territories, and its overseas military facilities are larger in scope, more geographically
diverse, and started earlier than any public reporting has suggested to date. Reports
by CNN*' and the RNT Foundation®* identify fewer than 450 vessels affected since late
2016." Using Automatic Identification System (AIS) ship location data collected at scale,
C4ADS identified 9,883 instances' of GNSS spoofing that affected 1,311 commercial
vessels beginning in February 2016." The disruptions appear to have originated from
ten or more locations in Russia and Russian-controlled areas in Crimea and Syria.

AlS Path History for Vessels

Affected by Spoofed GNSS Signals
June 22,2017
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CYBER SECURITY ONBOARD SHIPS [ NIST Framework and SP800 series — computer security policies,
procedures and guidelines

* 1SO 27001 — ISMS: Information Security Management System
e |EC 62443 — Security for industrial automation and control systems

: BEABCEI SN =BTSNS 1%

IMO, MSC (98) — Cyber risk management onboard ships should be
included in SMS as of 1 Jan 2021 (Jun 2017)

* BIMCO - The guidelines on Cyber Security onboard ships Ver.3

* |ACS — UR-E22, 12 Recommendations

* DNV-GL- Recommended practice or notation of cyber security
onboard ships (2016), Cyber Secure (Basic/Adv.)

The Guidelines on Cyber Security * ABS —Cyber Safety Program

onboard Ships - Version 3, BIMCO * BV — Rules on Cyber Security (NR659)

(Nov. 2018) * LR - Ship Right
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