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SIMS (Ship Information Management System)

NYK GROUP
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Open platform for maritime industry

loT Open platform Application / services
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Use cases of open platform

Shipping Manufacturer Class Society

» Safety operation In-service

*  Vessel performance
performance analysis of

analysis delivered ships

e Remote condition e Utilization in class
monitoring inspection
Remote

Insurance

diagnostics .
* New services

After service

support Regulatory use
* Datareporting

Fleet operation Feedback to new
optimization ship design
Weather routing
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Internet of Ships (10S) Open Platform

Roles are defined and each player provides their expertise on the Internet of Ship(loS) platform. Data
governance and business rules had been built by oS OP consortium under ShipDC.
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ISO PWI 23807 . NPIRZ
General requirements for the ship-shore data communication

Scope

This document describes the requirements involved in ship to shore data communication
between the shipboard data servers to the on-shore data servers. It defines:

* A method to measure end-to-end communication quality

* Asynchronous and synchronous communication

* Transport integrity

* Transport security (eg encryption, authentication and authorization)

* Management of data transmission (eg prioritization, logging, carrier
awareness/management)

* Communication optimization (eg deduplication, compression, resume, multiplexing)

* Compliance with the data communication protocols, including but not limited to ISO
19847

This document will not cover:

* The security of the data producer/consumer (eg identity management)
* Communication equipment requirements

* Carrier performance requirements (eg bandwidth and latency)

. . . - . alw —puoxi BANMISHATRRES
J SME" lapan Shlp MaChlnery and EqUIpment ASSOCIatlon }*"“S—_,——EA o JAPAN SHIP TECHNOLOGY RESEARCH ASSOCIATION



l l Monohakobi
Technology Institute

FofBIoT T 5w R A — /s
fafdloT(CEE 9 BR&D

A4\ —tFa1VUF1—
>=Zal—23> - JovhkIJA—A
EABEM(CElFIZED A
BEMI> T b EEISEE

F &

N o U bk W e

© Copyright 2018
MT Ltd.

I Co., Ltd



I N =
Cyber Security

HESZFAOT)DBAN—EF1UF 1 —2iHE, BHROHE:
ML SERET. SAIYAUNEEBLTITS,

Rl Cyber security guidelines in shipping
THE SADRLES ON 1) « IMO, MSC (98) - Cyber risk management onboard
CYBER SECURITY ONBOARD SHIPS i ’
" ships should be included in SMS as of 1 Jan 2021
(Jun 2017)

« BIMCO - the guidelines on cyber security onboard
ships — version 3 (Nov 2018)

« ABS, DNV-GL, LR, BV etc. - Guidelines and
notations of cyber security onboard ships (2016)

- IEC 61162-460 - Safety and security standards
for navigation and radio communication equipment

« IACS Maritime Cyber System Recommendations
(MCSR)

Pradaced 4ad cupponnd by

BIMCO CLIN & Hiro-iowons (D mrencasce

Cyber security guidelines
« NIST Framework and 800-53 - computer
The Guidelines on Cyber Security security policies, procedures and guidelines

anboard Ships - Version 3, BIMCO — Nov 2018 + IS0 27001/2 - ISMS: Information Security
Management System

Source) BIMCO
https://www.bimco.org/products/publications/free/cyber-security
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HIL testing HIL Simulator

- [ “Simulated ' 7 \

Control signals . alct::atars :’ |

Control ||  simulated - 1- -~ | Simulated :

=| eacurements | s == =Ym — — dynamics

system  Measurements | [ i ns ] 1 dy I

L sensors_ ' v _ .

5|A) DNV-GL Marine Cybernetics Advisory
https://www.dnvgl.com/services/hil-testing-concept-explanation--83385
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OPEN SIMULATION PLATFORM

Joint Industry Project for the maritime industry

https://opensimulationplatform.com
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Open Simulation Platform Architecture

Visualization Digital Twin
components

Core Simulation
Environment

(CSE)

]
Monitoring

& Control
Test tools system

=SBEEIE Decentralized
management || ol _____.

A
i e
Automated testing . HIL setup &

Remote
interface

Reference) Kristine Bruun Ludvigsen, DNV-GL, Open Simulation Platform — a collaborative effort to
facilitate system integration, MTF2019, 25Nov2019
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Test System for Autonomous Navigation System

TEST MANAGEMENT I VIRTUAL WORLD

SYSTEM |
1 Grey box
=
m
; ‘.”. OPERATING ENVIRONMENT
= 1 X
— | o e
! % ol s’ »
| e - &
Metocean White box . R ¢
conditions > )
Traffic —_— —|— S_ensor l T Motion
Map Scenario Manager . Input Black box
—_— _p
Vessel — £
configuration ! 5 DIGITAL TWIN / System
. R —
I White box I
|
COLREGS —_— . 3
Safety E— Test Evaluation - Alarms, actions
Rules & —_— I
regulations |
|
1 4
" Scenario log

Reference) Kristine Bruun Ludvigsen, DNV-GL, Open Simulation Platform — a collaborative effort to
facilitate system integration, MTF2019, 25Nov2019
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NYK GROUP

i &) &

AL2

* No cyber * Manual cyber * Cyber access
access access for
autonomous/
remote
monitoring

SREUAIE @ AR

O

AL3

* Cyber access
for
autonomous/
remote
monitoring
and control

» onboard
permission
required

+ onboard
override

possible

AL4
* Cyber access

for
autonomous/
remote
monitoring
and control

» onboard
permission not
required

# onboard
override
possible

ALS

* Cyber access
for
autonomous/
remote
monitoring
and control

» onboard
permission not
required

# onboard
override not

possible

L.-\ILJ\/;%}:'_IE . :/17—_A

5|F : .Edward Fort , Global Head of Engineering, Lloyds Register, “Autonomous ships - LR approach” January 2018
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i-Shipping (Operation) projects (2016 — 2020)

i-shipping(operation) 2016 - 2020
“Collision risk judgment and autonomous operation”
Project partners: NYK, MTI, JMS, Furuno, JRC, Tokyo-keiki, ClassNK

Objective
e Collision avoidance
e Reduce workload onboard

Measures

*  Enhanced situation
awareness

e Support decision making
e  Support from shore

e Remote control

Remotely controlled

. . Remote control station
Full-mission simulator

Shore-shore remote control experiment (Oct. 2017)

Q1: How we can assure safety level of the new system? -> How we should contribute to
the discussions in IMO/MSC (e.g. COLREG & STCW)

Q2: How we can get approval of the total system? — e.g. Software reliability, man-
machine system, communication, data, cyber security (e.g. Class guideline & notation)

2 2 © Copyright 2018
MTI Co., Ltd.
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Based on our feasibility study, at the current stage, manned-autonomous navigation has
the highest economic performance with practicability.

et
NYK GROUP

H Average Accident loss 1800
1600
B personnel cost for 1400

remote operator

m Additioonal cost for dec
maintenance

1200
1000
= Additional cost for 800
mooring & cargo " 600
handling
B Onboard personnel cost | 400
for navigation
200
m Additional

K$/vessel gear

communication cost 0
= Additional maintenance Current Manned Auto Remote Unmanned
cost
Auto
Cost efficiency Base + R _
Incident risk Base + + + +
Workload Base + + + + +
Cyber risk Base Base - -
Total reliability Base + — _

© Copyright 2018
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Manned-Autonomous Ship (B AB#&#iR)

et
NYK GROUP

AL3
* Cyber access
for
autonomous/
remote
! / monitoring
. . and control
Provided by Japan Radio Co. Ltd. « onboard
o e ; ; g permission
Advanced support system ... E.ld.dltlona! fun.ctlons to assist cognitive process of e
human operator based on existing navigation system « onboard
override
* Autonomous operation under approval of human operator possible
Information : :
L Analysis Plannin Approval
Acquisition y g PP
Manned Onboard Onboard Onboard
Autonomous Equipment Equipment Equipment Seafarer

Seafarer Seafarer Seafarer

Reference: 1) Lloyds Register, “Current and Emerging Cyber Risks facing Maritime Industries”, European
Maritime Cyber Risk Management Conference, London, June 2017
© Copyright 2018
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IMO INTERIM GUIDELINES FOR MASS TRIALS
([Sia> I FRUIDRGIRER - HAER. BAREFRF

@Etﬂlﬂe ¥R EERN O REH CSR AWE | NKko—T—%

HRY. FABEEMMICH T /- BEEMDRIEEER IR

20195094308

Hitlk (EARBERM] GE) RREEILREEH - SHAFHEHOL DO ABBRRHORTRRICAN L & L, FRERRIE, ERET
B (IMO) 2Ew7: [EBEMMORTRRELT> LHOWEIES] (52) CESCHERAE 2 U7 L, ERL—LIES CEROORTRSR
<7,

BEEMOREXRROBME
UHASEMS B4 b > 870,826 b > DAREBHEEMAM [IRISLEADER (A—VUR - U—%—) | (E3) KBEMT7/AL 7L (E4) 2HHL,

Fo(RE)NLETESE QBUB~1TH) | BLUEHEEEL O#ESE (9A198~20H) oRRKE (ERz2BR<BRDEEE) CBWT, B8
OREEEICL I LHEFH LI E, BREMOTHRNICRENT /A /S L2AVTRITLE L,

> HE #2 ~ BX AGE ~ iR

aa:‘g
BEERHT
- ansiEoFi ] st
201959198 238305
P /
S5HEE
e SHESmas,
D B CE L M VR C
tE =i

IMO, INTERIM GUIDELINES FOR MASS TRIALS
MSC.1/Circ.1604 14 June 2019
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Action Planning System (APS)

—
NYK GROUP

» NYK group aims to define a manned-autonomous system framework as
Action Planning System (APS) and to clarify requirements for APS throug

open collaboration.

Control unit/

Actuators

Human’s verification Human in the loop

A

A

Action Planning Unit Action Plannln.g <
Analysis

ECDIS/ARPA

Information integration
(by Integrated Navigation System)

Sensors

28

Remote
Concierge

Value added
Information
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Function of APS

The APS targets the decision-making support necessary for seafarers to
maneuver vessels and has the following three specific functions.

1.

29

Anti-collision and anti-aground support: formulate and present an
action plan to prevent collision and aground during voyage. The
parameters for the analysis can be different depending on the area
(open ocean, coastal area, congested area, or waterway).

Approach support: formulate and present an action plan for stopping
and restarting the boat, e.g., anchoring, berthing, and mooring.

Docking and undocking support: formulate and present an action
plan for docking/undocking including position and attitude adjustment
by using various actuators such as main engine, rudder, thruster, and
tug’s support. This function is the same as the approach support mode
for a ship with a docking and undocking capability of its own.

© Copyright 2018
MTI Co., Ltd.
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Division of roles

- machine and human operator -

Table 1. Division of roles between machine and human operator.

Task No. Task Main Sub
1 Information acquisition Machine Human
2 Information integration Machine Human
3 Risk analysis and action planning Machine NA
4 Verification and approval Human NA
5 Execution and control Machine Human

30

© Copyright 2018
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ODD (Operational Design Domain)

The ODD for APS is roughly defined as follows. Since
onboard seafarers validate the action plan from the
system, those who handle APS should be required to
have appropriate competences.

1. The geographic and weather condition are
acceptable enough that ships can be controlled
by the system, which refers to the standards for
other navigation instruments, such as the Dynamic
Positioning System, etc.

2. The system behaves correctly, i.e., information
is correctly displayed on the monitor, and the
results are validated by human judgment.

3. Integral and reliable information includin
human manual function can be obtained for
situation assessment and action planning.

3 1 © Copyright 2018
MTI Co., Ltd.
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Integrity and reliability of related equipment
by subtask

Action Planning

No. Task/Sub Task Human Backup | Equipment | Integrity | Reliability | Main Num
Information GNSS A B Main 2
1 Acquisition/ Available e
Position Detection GPS Compass A B 1
Information Gyro Compass A A Main 2
2 Acquisition}' Unaval'lable O P PP
Azimuth Measurement GPS Compass A B (1)
. Speed Log A B Main 2
Information [T [SUUSUURIRURRUI SUTURRERTRUTURUPNY IUTRRRURR
3 Acquisition/ Available GNSS A B 2
Speed Measurement S e e A B
GPS Compass A B (1)
Information Available i
4 Acquisition/ (only for Radar A B Main 2
Target Detection and | confirmation of |- oot
Tracking existence) AlS B B 1
Information ECDIS A A Main 2
Acquisition . OSSOSO USRS SRR SRRSO SO
5 q .f Unavailable User Chart C A 1
Geographic ST (SRR BSSRSOTRPRSY IO SO
Information Echo Sounder C B 1
6 |Information Integration| Unavailable A B Main 1
- - APU
7 Risk Analysis & Unavailable A B Main 1

Integrity: Functional integrity for each Task
A: Full
B: Partial
C: Low(Only supplemental information)

Reliability: Information Reliability

A: High

B: Intermediate (available for action planning)
C :Low (Unavailable for action planning)

© Copyright
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Definition of APS status

Table 3. Definition of APS status.

Status Target Definition
| It has highly reliable information and planning algorithms to carry
Fully
AP out all tasks. Human approval can be skipped in usual situations. It
autonomous o ]
Normal O does not apply to the current APS, but it is assumed to be available
navigation
for achieving automation only with machines in the future.
opb Manned It has reliable information to carry out tasks till action planning.
AP
autonomous Human intervention and additional actions other than verification
Normal 1
navigation and approval of navigation plans are unnecessary.
Manned To maintain all tasks to be executed with high accuracy, part of the
AP
autonomous input information is missing, or some tasks depend on the manual
Normal 2
navigation inputs by human only.
A state in which some or all the information sources of tasks are
Fallback
AP Failed NA missing, and it is impossible to present an appropriate analysis and
action plan even if a human adds and/or modifies information.
3 3 © Copyright 2018
MTI Co., Ltd.
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Criteria for determining APS status

All tasks and subtasks (1-7) have at
least one "I:A R:A" source oratleast % (AP Normal 0)

Yes
two "I:A R:B" sources of consistency

v No

Tasks and subtasks (1-5) have at least
one "I:A R:A" source or at |least two —p AP Normal 1

Yes
"T:A R:B" sources of consistency

¢No

Tasks and subtasks (2,5) have at least
one "I:A" source and (1,3,4) have at

- i i AP Normal 2
least one "I:B" source with confirmation yec
of consistency by human
l No
AP Failed
© Copyright 2018
34 “WTI Co., Lt
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APS Status Transition

35

High System Reliability

AP Normal 2
w/ Human Backup

AP Normal 1

= e
NYK GROUP

Low

AP Failed
Fallback

Decline of System Decli[ie of System
Reliability eliability
—
Warnmg @E 1Alarm
Caution \\Varning .

Action Verification Adding Information
and Approval

—

ODD (Operational Design Domain)

Action Verification and Appfoval

Action Planning,
Verification and
Approval

h

© Copyright 2018
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NYK GROUP
I\ —REZE (
Ri%E (HAZID)
RE [EioTIBEE SRR S DIEEZ /G Ui D=EIESEER] O—8L U T
X £ Be CI=PE RAN=F 27 Pl <5 =
BifEAR B AT LIEHA
YRR Yo YRDIER BI8URY
J-kK e FHAVBR, IVET M-k R O-miE | BepE I T A il als| %
3R EESR S
@ ||| 1 F|S|R @ E| 1 MR F|[S|R
> P
System-Manual |Verification [B2.2 |Proper consideration on  |[Failure in A. No response by human Slow reaction Collision Y|Y|Y |Alert 114 Y |Y|Y |A.SetproperI/F. 1|4
Task human factor is required |verification of alert |on plan verification within time. standard. A.Conduct familiarization type of
for avoiding man-machine |by human specified time due to alarms.
miscommunication. inadequate warning system |Increasing risk of B.Discuss the procedure of APS when
B. Improper man-machine |collision. human does not notice an alert
I/F to understand escalation.
background/or intention of C.Design Human Machine Interface
action plan enable to notice for AP-Status changing
C. Improper man-machine with clearly reason.
System-Manual |Verification |B2.3 |Proper consideration on  [Failure in A. Improper man-machine [Incorrect Collision Y |A. Designed to determine detect APU |1 |4
Task human factor is required |verification of I/F to confirm working operation due to | Grounding failed(Freeze).
for avoiding man-machine |working condition |status of equipment miscommunicatio
miscommunication. of system by human n of Human
machine
interface.
System-Manual |Action and B3.1 |Proper consideration on  [Failure in manual A. Insufficient output Possibility of Collision Y |-Indicate the usage of proper 1 (4
Task control human factor is required |operation to content which could human |improper ship's | Grounding simplifications ship's maneuvering.
for avoiding man-machine |execute action plan. |engage manual maneuvering [maneuvering. - enable monitoring or FB of control
miscommunication. to follow plans result. IF design.
-Execution Action planning detect the
difference of o plan.
-Alert properly about speed and track.
System-Manual |Action and B3.2 |Proper consideration on |Failure in reviewing |Inadequate warning systems |Execution of Collision Y |Display the (2 (4 |6 Y|Y 2 |14 |6
Task control human factor is required |execution of action improper action | Grounding mode
for avoiding man-machine |plan planning. recognizabl
miscommunication. e indicator
of TCS and
Autopilot.
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Alternative 5
Effect of failurel Effect of failure2 ProvisionZ RBAL1=V AT LADFER Fa |Iure
detection
Failure Failure Failure Failure Truth Alternative
FaiIurecategolﬁ - E — E o) |E| S E Local effect End effect Local effect End effect E TablE Provision System end effect E
1.APU:0
2.APU:0
. . . disconnect System lost redundancy of [System maynot be affected 1Lline:x |Switch to the other APU
Single line failure APU-DTC NA NA NA NA AP N 11
¢ APU1-DTC1 communication reliablity of information 2Lline:o |system. orma DTC
1.DTC:o
2.DTCo
1.APU:x
2.APU:0
. L Mulfunction System lost redundancy of |System may not be affected 1.line:o [Switch to the other
Single line failure APU-DTC NA NA L o . X NA NA X AP Normall DTC
APU1 communication reliablity of information 2line:o [system.
1.DTCo
2.DTC.o
1.DTCo
di t System lost redund f [Syst tbe affected 2DTC0 Switch to the oth DTC
Single line failure | DTC-Contorller| C'°¢°NMe¢ NA NA ystem jostreundancyor |>ystem maynot be attecte NA NA Llinex |7V1HEN to the other AP Normal1
DTC1-Controller communication reliablity of information 2 lineso system. Controller
Cont..o
1.DTCx
. 2.DTCo .
. S Mulfunction System lost redundancy of |System may not be affected R Switch to the other APU
Single line failure | DTC-Contorller NA NA - ™ . . NA NA 1line:o AP Normall
DTC1 communication reliablity of information 2 lineo system. Controller
Cont..o
1.DTC:o
. 2.DTCo
. . . Mulfunction System unable to allocate K .
Single line failure | DTC-Contorller Controller NA NA order to actuator System lost auto control system |NA NA 1line:o [NA AP Fail DTC
2line:o
Cont.:x
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Resonabl
Extremely remote Very remote Remote Seldom v Probable Frequent
probable
Criticality / Freq
2 1 2 3 4 5 6 7
Minor 1
Moderately 2
serious
Serious

F3-mitigation F4-mitigation
A4.1, A4.2,B1.2, E1.1, | C1.2, C1.3,C1.4, C2.1,C3.1,
E2.1, E2.2, E3.1, E3.2 | C3.2, D1.2, D1.3, D3.1, D4.

BEF i

F2-common (
A3.1,A4.3,A3.3,82.2%83.2] F3-common
AL1,B23 D11, D2.1, F1.¥.4, F1.5| A3.2,CL5, E4.2, F13 »

5 - / - 7
g ! 4

L 4

F1-common

Minor 1 IR AIA=H—avIzkY
Moderately HIZICRETEIRY
serious P
Serious L4

T F2-mitigation F3-mitigation
= F1-mitigation _ Q
= e A4.1, A4.2, B12, EL1, €12,€13,C14, C21, Ea—<2 703 —DWH5EITEDIRVER
N —
sli ;g,/ XT / E2.1, E2.2, E3.1, E3.2 D1.2, D1.3, D3.1, D4.1
Ei& 4 F1-common F2-common F3-common
Al1,B2.2 A3.1,A43,A3.3,B2.1,B3.2 | A3 15 4.2, F1.3

D1.1, D2.1, F1.2, F1.4, F1.5

F1-new risk
Al1.2, A2.2, B1.1
B2.3, B3.1

F2-newrisk
E4.1, F1.1

YR AZa=r—av(tk
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APS as an open requirement

to realize Manned-Autonomous Ships
R&D Concept Demonstration Product

Maker A
‘ / I Maker B
- Target of AiP

Maker C
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CLASS GUIDELINE

» Class societies are publishing guidelines for
autonomous ships
v Lloyds Register, “Ship Right: Design Code for
Unmanned Marine Systems”, Feb 2017

v" DNV-GL,“CLASS GUIDELINE: Autonomous and remotely
operated ships”, Sept 2018

v BV, NI641 RO1 - Guidelines for Autonomous Shipping SRS
(Edition October 2019)

v" Class-NK, “Guidelines for Automated/Autonomous DNV-GL Autonomous and remotely operated ships, Sep 2018
Operation on ships (V1.0)”, Jan 2020

and ly op d ships

BEEH. BRERICBIT S5 N5/ (Ver.1.0)
~ARELAT L/ AT LORENE. KERRLUIZERCOVT~

» The methodologies and system approval framework
are being established (e.g. DNV-GL CLASS GUIDELINE) '
v Definition of Concept of Operations (CONOPS)
v’ Risk Assessment e.g. HAZID
v Simulation-based test

> NYK Group undergoes discussions with DNV-GL and
ClassNK to receive their approvals for APS concept

Class-NK, “Guidelines for Automated/Autonomous Operation
on ships (V1.0)”, Jan 2020
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>  BnY

> MR  TEANEFES

> HARG: 20184 ~ 20214

> OO A= 1BF (1%3))

MTI (TJO>x 0 bd—5F 4 R%—45—/J>1TT h%sEt)
IMS (O xobhNd—-FTA4FR%—F—/>=Z1L—5F—)
NYK (OS2 hO—F+7—4—)

IKOUS (fia)

hEFEX (FBETER)

BASR (fBstas)

RIRETER (RUBETER)

BEMAC (DPS)

. R RY D (EfaFr)

10.=&&EM (T>>=7U )

11.Sky Perfect JSAT (BI2iB(E)

13.NTT (S RFLTO)\A5F—)

14.Niigata Power Systems (H#f#23)
15.ClassNK (fiafk)

The 15t demonstration in 2019 Winter
The 2n demonstration in 2020 Winter
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2019 2020 2021
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Ship as system
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