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SPOOFING ACTIVITY ACROSS RUSSIA, CRIMEA, AND SYRIA

C4ADS found that GNSS spoofing activities in the Russian Federation, its occupied
territories, and its overseas military facilities are larger in scope, more geographically
diverse, and started earlier than any public reporting has suggested to date. Reports
by CNN*' and the RNT Foundation*? identify fewer than 450 vessels affected since late
2016.' Using Automatic Identification System (AIS) ship location data collected at scale,

C4ADS identlfied 9,883 instances' of GNSS spoofing that affected 1,311 commercial
els begini g n Fel bruary 2016. The disruptions appear to have originated from
ten or more | tio Russia and Russian-controlled areas in Crimea and Syria.
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