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- IACS(International Association of Classification Societies: E ki =IES)
No.166 Recommendation on Cyber Resilience™T (&,
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6.4 Detect (D):
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D1) Means for the monitoring of normal operations of OT systems should be provided,
based on continuous and/or on-demand self-diagnostics and connection quality and/or
network performance monitoring tools should be available at least on networks connecting
OT systems of Category Il and Ill and on networks connecting IT systems to OT systems

of Category Il and lIl.

Functional requirements

IRTERecommendation(#E22)72HY. S71&Unified Requirement (UR:5&Hl) (C72 D
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SOC =Security Operation Center
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Endpointl Endpoint 14 192.168.0.1 Network Assets  Intel
Laptopl Laptop 45 Low 192.168.0.2 Network Assets  Buffalo
Endpoint2  Endpoint 25 Low 192.168.0.3 Network Assets
Laptop2 Laptop 14 ow 192.168.0.4 Network Assets  Intel
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CVEs: Common Vulnerabilities and Exposures: $XiBRE55 455!+
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1 04:55 PM Mar 15,2021  Unauthorized Conversation Endpointl 192.168.0.1
2 04:33 PM Mar 15, 2021 Spike in Network Traffic Medium Laptopl 192.168.0.3
3 04:29 PM Mar 15, 2021 New Asset Discovered Low Endpoint2 192.168.0.4
4 04:24 PM Mar 15, 2021 Asset not seen for N Laptop2 192.168.0.8
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