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Cyber-SHIP Lab

SECURING MARITIME

Creating ships systems’ physical
twins in the Lab

Cyber-SHIP Lab brings together an endlessly configurable host of
connected maritime systems found on ships’ bridges — equipment
commonly deployed across international fleets, configured and re-
configured in vessel or vessel-type-specific layouts. It can effectively
become a physical twin of any ship's bridge and associated OT.

Cyber-SHIP Lab provides insights that cannot be gained in the virtual
world through simulation alone.

The Lab'’s unique hardware-based testbed complements the University's
fleet of nine ship simulators and our cyber ranges. Research outputs —
including real-world attacks on non-virtual machines — are used to make
researchers’ and crews’ simulator experiences much more realistic and
useful for training as well as securing devices.

Uniquely, this means we can use the Cyber-SHIP platform to determine
physical systems’ key vulnerabilities under a range of cyber attacks. It

Work with us

Industry and wider maritime sect‘

the project. Cyber-SHIP Lab is ci§ y

and maritime-related sector partners, including ship operators and
companies involved in the supply of hardware and software, construction
of ship’s bridges and training and management of personnel. We are also

working with classification societies and government cyber security
agencies.

Such industry engagement is vital. It is only by working with those in the
sector that we can develop solutions applicable in the real world.

We are seeking additional partners to collaborate with us in
building maritime cyber threat resilience. Whether your
interest is in shaping collaborative research, meeting future
training needs, or ensuring systems’ resilience, please
contact Cyber SHIP-Lab Project Manager Chloe Rowland to
discuss how your organisation can join us in this pioneering
maritime security project.
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